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Registered user in HREDA 
is interested in data from 
a sensitive investigation

Request form is 
displayed to the 

user in the HREDA 
portal1

Request is 
transferred to 

ESA2

User submits the 
form through the 

HREDA portal

SDC processes the 
request

Valid request?

No

Yes

Request 
accepted?

No

Yes

SDC is notified 
that the user 

request has not 
been authorised

SDC is notified that the 
user request was 

authorised

User is notified by email that 

the request is not valid

1Data requested in the form: scientific team composition and affiliation of its members, purpose of the research
2Information provided to ESA: investigation data requested, scientific team composition and affiliation of its members, purpos e of the research

ESA internal 
process

SDC prepares the datasets 
(excluding the data from 

non-consenting subjects) and 
grants the user access to the 
investigation data in HREDA

User is notified by email that
the request has been accepted

and can download the data

User is notified by email that

 the request has been rejected
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